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and avoid a possible loss of users’ privacy. L A N - .
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> Rec.ently, due to the success of object recogmtlo.n fr0n.1 images using CNN convolution + nonlinearity  maxpooling  deep features doep tags pools 2641 0.361 0.36 0.864
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of image privacy based on CNN convolution + pooling layers fully-connected layers CNN classification prob-G 82.66 0.815 0.816 0.827
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: Figure: Deep Features: CNNs are used to extract deep visual features and deep image tags for €7~ : : : :
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Table: Comparison of pre-trained architectures AlexNet, Googl.eNet, VGG and ResNet.
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sharing. \ | HOW DO DEEPPRIVATE FEATURES PERFORM AS COMPARED TO
— ‘ | e
. . . : : | BASELINES?
» I derive features from the multi-modal information of the image that can |
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settings for uploaded images. i Deep features
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to have an in-depth understanding of the visual content of the image. e Hierarchical Deep Features [Tran et al., 2016]
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private using SVM. Table: Deep features vs. Baselines.
DATASETS
WOULD SCENE-CENTRIC TAGS OBTAINED FROM THE VISUAL CONTENT
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» I evaluate the proposed features on a subset of Flickr images sampled from SEMANTIC FEATURES
the PicAlert dataset [Zerr et al., 2012]. Features Acc % | F1 | Precision | Recall | #IncPred
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Tank suit landscape Table: Object Tags vs. Scene Tags. The best performance 1s shown in bold.
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Figure: Object, Scene and User tags for the input image. wig jammies girl t-shirt mole
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Figure: Examples of private and public images from PicAlert dataset. PRIVAC Y-AWARE USER TAGS neck brace axes1ee Sl}lt ba.m.dea}u seawd
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FEATURES FOR IMAGE PRIVACY PREDICTION user-input tags if these images have different privacy orientations. hair spray sunglasses bikini hand blower valley
» Intuitively, user-input tags provide users’ intention behind sharing the image shower cap | military uniform | swimming cap | Jetty head

The features used i1n the classification are described below.

which can vary based on whether the image to be shared with everyone on Table: Top 50 highly informative tags.

the web or not.
» Yet, prior image tagging systems failed to consider the privacy aspect of an image.

» Deep features

» Given the strengths of deeper CNN architectures for object recognition,
features derived from the deep layers of the very deep CNNs provide finer
clues for the image privacy prediction task.

CONCLUSIONS

» I present a collaborative filtering based approach to privacy-aware image

{ Ing.
agging » I employ deep features depicting multimodal information of an image

derived through CNN networks to understand the images’ content in-depth
for image privacy classification.

» I employ very deep CNN architectures, 1.e., ResNet, Googl.eNet, VGG and
AlexNet to derive features from the various layers of these CNN:gs.

» The results show the remarkable improvements in performance of image
privacy prediction when using deep features as compared to baselines.

» Semantic features

» I believe that scene features can contribute along with object features to
learn privacy characteristics of a given 1image, as they can help provide clues
into what the 1mage owners intended to show through the photo.

» In future, with the help of these features, 1t would be interesting to explore
learning models for personalized 1image privacy prediction with varying
degree of sensitivity.
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» I employ two types of semantic features for privacy prediction: (1) objects
features; and (2) scene features.

Corporate, Style, Pretty
Fashion, Girl, Woman

» Privacy-aware User Tags Figure: Anecdotal evidence for visually similar images with privacy-aware user tags.
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» These improved set of tags can improve the privacy prediction performance.

» Multimodal feature fusion

» Finally, I propose an algorithm to combine the strengths of tags features,
semantic (object and scene) features and privacy-specific features to
improve privacy prediction. This work 1s currently under development.
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